








Education Accountability 

Administer and 

track security 

training  

Incident 

Response 

(MSRC)  

Establish release 

criteria and sign-off 

as part of FSR 

Ongoing Process Improvements 

Process 

Guide product 

teams to meet SDL 

requirements 



Each element in the 

Data Flow Diagram (DFD) 

is susceptible to one or 

more threat types 

1.0 
5.0 

2.0. 

3.0 

4.0 

10.0 8.0 

6.0 

11.0 9.0 

7.0 
STRIDE 

STRIDE 

STRIDE 

TID 

TID 

TID 

TID 

SR 

SR 

TID 

TID 



Threat Property 

Spoofing Authentication 

Tampering Integrity 

Repudiation Non-repudiation 

Information Disclosure Confidentiality 

Denial of Service Availability 

Elevation of Privilege Authorization 





http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars




http://www.microsoft.com/SDL

http://www.microsoft.com/SDL




Do threat models for traditional implementation bugs 

































Do threat models for traditional implementation bugs 

Human behavior is the weakest link exploited in most 
contemporary attacks on computer systems 

Do threat models for attacks based on human behavior 
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